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Resilient Moving Horizon Estimation for Cyber-Physical Systems
under Sensor Attacks

Yulei Wang!, Jingxin Yuan', Shuyou Yu!, Yufeng Hu', Hong Chen'*

Abstract— This paper addresses the problem of state estima-
tion for linear dynamic cyber-physical systems (CPS) that is
resilient against malicious integrity attacks on sensors. A re-
silient moving-horizon estimation (MHE) scheme is proposed to
correctly estimate the states under sensor attacks by exploiting
sensor redundancy, and it is optimal with a guarantee of prior
knowledge in the form of both state and disturbance constraints.
In this framework, the problem is formulated as a multistage
optimal control problem from the perspective of probability
theory. Then, it is solved by a special kind of optimization, the
bi-level optimization, where the upper-level optimization task
responds to the optimal state estimation, while the lower-level
optimization task excludes the compromised sensors. Moreover,
the strategy to reduce the computational burden is to develop a
moving horizon approximation that has been used successfully
to develop stabilizing estimation strategy. Numerical simulation
is provided to illustrate the performance of the proposed state
estimation scheme.

I. INTRODUCTION

Recent years, automobile industry has witnessed a sig-
nificant increase in the number of security-related reports
on electronic control systems (ECS) [1], [2]. These high-
profile attacks are in a wide range of ECS, from attacks on
global positioning system (GPS) [3], inertial measurement
units (accelerometers and gyroscopes) [4], light detection and
ranging sensors [5], to attacks on engine control systems [6],
electronic brake control systems [4] and keyless entry and
start systems [7]. Various cyber security and communication
cryptographic approaches have been proposed to prevent
intrusions (see, e.g., [8] and the references therein), but an
adversary can still affect the vehicle control systems via the
computational nodes (e.g., ECU), communication networks
and physical sensors (e.g., GPS), since resource constraints
inherent in vehicle real-time control may prevent heavy-duty
security approaches from being applied [9].

In this paper, a general problem is addressed that consists
in estimating the state variables of a linear dynamic system
by means of measures possibly attacked by an adversary.
The estimation is performed by using a moving horizon
estimation (MHE) approach, which will be set in such a
way to make it resilient to sensor attacks. The first idea
about what is currently denoted as MHE is presented in [10].
MHE determines state estimate online by solving a finite
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horizon optimization problem [11], [12]. As new measure-
ments become available, the old measurements are discarded
from the estimation window, and the finite horizon state
problem is resolved to determine the update estimate of the
state. The method is optimization based, so one may check
abnormal measurements (caused by faults and/or attacks) via
hardware or analytical redundancy [13], and handle explicitly
state estimation with inequality constraints on the decision
variables.

The problem of state estimation in the presence of sensor
attacks has attracted more attention recent years [14]-[15]. D-
ifferent from sensor faults or outliers, an intelligent adversary
can invalidate the fault detection and isolation (FDI) systems
and launch an attack with a number of compromised sensors
to destroy the estimation and control performance [14],
[16], [17]. For deterministic linear systems, the secure state
estimation in the presence of sensor attacks can be obtained
as the [y optimization problem [18]. They proved that if the
attacker can manipulate less than half the measurements it
is possible to accurately reconstruct the state variables of a
system despite attacks. The similar conclusion was indicated
in [19] as well. For stochastic systems, Pajic et al. [20], [21]
proposed an [p-norm moving horizon approach, in which the
estimator will use the measurements from time k — 7 + 1
to time k to estimate the current state x(k) with a bound
for the state estimation error. However, the measuring data
before time k — T are discarded in the [j-norm-based state
estimator, which may result in a degradation of the estimation
performance. In addition, the idea of employing a bank of
observers is developed for detecting compromised sensors
and estimating states, which includes Luenberger observer
[22], Kalman filter [23], high-gain observer [24], event-
trigger observer [15], et al.

In this paper, we focus on the estimation problem for linear
discrete-time systems with less than half measurements at-
tacked by adversary. First we will propose a new framework
of resilient moving-horizon estimation. Different from the
preliminary moving horizon results [18], [20], [21], the full
information estimate of state is utilized to obtain the optimal
estimation performance, and the estimation is equivalent to
a multistage optimal control problem from the perspective
of probability theory. A bi-level optimization scheme is
introduced to provide the solution as a two-step strategy, each
of which can be formulated as a feasible programming prob-
lem. Furthermore, the strategy to reduce the computational
burden is developed by a moving horizon approximation that
has been used successfully to develop stabilizing estimation
strategy. Numerical simulation is provided to illustrate the



performance of the proposed state estimation scheme.

The paper is organized as follows. Section II introduces
the notations used throughout the paper and the necessary
assumptions. In Section III, the proposed resilient MHE
approach is described, where both the optimal property and
the bi-level optimization solution are studied. Furthermore,
we investigate a finite resilient MHE with moving horizon
approximation, and sum up an algorithm. Finally, simulation
results are given in Section IV and we provide concluding
remarks in Section V

II. PRELIMINARIES

The denotations in this paper is as follows. R is used to
denote the set of reals and the ith element of a vector x;
is denoted by zy, ;. For vector  and matrix A, |z| and |A|
denote the vector and matrix whose elements are absolute
values of the initial vector and matrix, respectively. For a
vector v, ||v]|% := vT Pv denotes its generalized Euclidean
norm with symmetric positive definite matrix P = PT >
0.For a vector f € R™, the support of the vector is set
supp(f) = {ilfi # 0} C {1,2,...,m}, while the [y norm
of vector f is the size of supp(f), which implies | f];, =
|supp(f)]-

In this paper, we investigate online optimization strategies
for estimating the state of compromised systems modeled by
a linear time-invariant (LTI) system of the form

Tpt1 = Az + wy

yr = Cxg + v + Feg (1)

where x; € R™ denotes the plant’s state vector at time k,
respectively, while y;, € R™ describes the plant’s output
vector obtained from measurements of m sensors. w; €
R™ and vy € R™ denote the process and measurement
disturbance vector, respectively. Accordingly, A € R"*",
C € R"™™ are the state and output matrices, respectively.
The matrix ¥ € R"*P denotes the projection from the attack
er € RP to the sensor y;. Given m > p, we have an SVD
decomposition

Ip

E=[Uf Ug}{ @

s
such that Us E = 0 with U, € R(m=p)xm,

It is known that the state and disturbances satisfy the
following constraints:

wkEXQR”,wkEWQR",vaVQRm 3)

where the constraints W and V are interpreted as a strategy
for modeling bounded disturbances or random variables with
truncated densities, and the state constraint X may be used
to account for model inaccuracies or physical properties.
Let xy (2, {w;}) denote the state solution of the system
(1) at time k when the initial state is z at time [ and the
state disturbance sequence is {wj}é?:l, and let the vector
yi (21, {w;}) denote the predicted output at time & when the
initial condition at time [ is z and the disturbance sequence

is {wj};?:l.
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We now introduce assumptions for the system (1).

Assumption 1: The dimension of ey satisfies 2p < m.

Assumption 2: The attack matrix E is unknown for the
resilient estimator design, but the pair (UzC, A) is observ-
able.

Assumption 3: Disturbances wy, vy, initial state xg and
attack vector ej are independent.

Assumption 4: The priori estimate of initial state x( fol-
lows a normal distribution with mean #, and variance P; .

Assumption 5: The disturbance sequences {wy} and {vy }
are normal distributions with zero-mean and variances Q!
and R, respectively.

Assumption 1 states that strictly less than half of all the
sensors in the system may be under integrity attack. This
is a standard assumption for resilient state estimation [18],
[19]. The rationale is that the adversaries who attack the
sensors have limited resource only enough to compromise a
subset of the sensors. Assumption 2 indicates that the form
of attacks is unknown a prior, which is the main difference
from faults, while the observability ensures that an estimator
can be constructed. From system design point of view, one
can select sensors that satisfy Assumption 2. In addition,
Assumptions 3-5 are well-established for MHE to yield the
exact conditional probability estimate in the special case that
all errors are Gaussian-distributed.

ITII. SECURE MOVING HORIZON ESTIMATION

A. Full Information Estimate Problem

Notice that moving horizon estimation is an optimization
approach that uses a series of measurements observed over
time, containing noise (random variations) and other inac-
curacies, and produces estimates of unknown variables or
parameters. Unlike deterministic approaches like the Kalman
filter, MHE requires an iterative approach that relies on linear
programming or nonlinear programming solvers to find a
solution. Unfortunately, the conventional cost function is not
feasible in case of measurements compromised by attacks. To
resilient estimation, the straightforward idea is that at each
iteration we minimize a least-squares cost function, where
the measurements that can be affected by attackers are left
out.

Hence we formulate the resilient MHE problem, for 1" >
0, as the solution to the following optimal control problem:
min (I)T ({wk}fgol, Zo, Ug) (4)

zo {wr} iy U2

P (T): @F =

subject to the the dynamic constraints

Tp41 = AZy + Bwy, ke€[0,T —1] 5
and the time-domain constraints
ireX, kel0,T]; wy eW, ke [0,T — 1] (6)
yp — U2C3yp, € VO, k€ [0, T — 1] @)
v = Uayr, V¢ = {vj|vg = Usvg, v, € V} )



where R, = UQRUQT and
Or ({wi}iZg w0, Uz) =
T—1

D llvg = UaCarll, + lwklig + llzo — 2ol 7
k=0

©))

Different from the conventional MHE, the solution to the
problem P, (T") at time T is the triple

. . T—1 f
(930|T—17 {wk\T—l}k:07U2\T—1>

and the optimal triple yields an estimate {;%k‘T_l}Zz_Ol of
the actual sequence {z;} from the iterative solution of (5)
with the initial state Zor_; at time k = 0 and disturbance
sequence {uﬁk‘T_l}Z:_Ol, ie.,

Eryr—1 =2k (Zojr—1, {Wrir—1}1_0) (10)

Theorem 1: Given Assumptions 1-5 and the system mea-
surements {yk}zgol compromised by sensor attacks ey, the
solution of problem P;(7T) is the optimal moving horizon
estimation.

Proof: To prove the optimal estimation, we formulate
the state estimation problem P; (T) from the perspective of
probability theory. Due to sensor attack, the output signal y;
can be divided as yi = Uyyr = U1Cx + Urvp + e, € RP
and yi Usyr = UsCxy + Uy, € R™7P. Due to
the attack ey, the output yf is independent of zj. Given
Assumption 2, the conditional probability density function of
the state evolution {xg, x1, ..., 27} given the measurements

{Y0,Y1,--.,yr—1} is equivalent to that given the measure-
ments {y§,y5,...,y¥5_}, ie.,
p($07xla cee 7$T‘90>y1a cee 7yT71) —
p(ﬂco,ml,...,xT|y8,yf,...,y%,1) (11)

The optimal estimate of the state Zp7_; at time k is then
a functional L of conditional probability density function
(11):
{Zojr—1,Z17—15 -+ > Trjr—1} =
LT (p(x()axlv cee 7$T‘y87yi R 7y§“—1))

A typical choice for the functional L7 is the maximum a
posteriori Bayesian (MAP) estimate:

-1} €

(& C
argmax p(xo,T1,. .., TT|Y5, Y5, - - -
TQ,T1ye X T

{Zojr—1,21)7-15 -
7y’%71)

Using the Markov property, we can express the joint proba-
bility of the state as
T-1

1) = pay(x0) [ [ plwnialon)
k=0

p(zo, . .

where p,,(zo) denotes the prior information of the initial
state. According to Assumption 3 that v, is independent,
using the sensor model ¥ we have the relationship

T
P Y lT0, s wr1) = [] s (4 — UaCoy)
k=0

2276

Applying Bayes’s rule, the conditional probability density
function (11) can be rewritten as

p(on,ﬂ?l’ cee 7xT|y87yf’ s ’y%—l) X

-1
Pao (T0) H Pu, (Y — U2Czy) p(Ty1 i)
k=0

and with the properties of logarithms and Assumption 4 and
5, we have

argmax p(-TOle,---;$T|y07y1>~--anyl)

LOyL1yeeeyXT

J— C C C

= argmax p(xo,T1,...,Z7|Y5, YL, - s YT—1)
O, TLyeyXT

p— C C C

= argmax lnp(w()vxl»'"1$T|y07y17"'7yT71)

L0y T1yee T
Ty
argmax Z lnpy, (vi — U2Cxi) + Inp(xpi1|zr))

ZO3T1y--,XT k=0

+Inpy, (z9) = argmin Or ({w;}, zo, Uz)

LOsTLyee T

which indicates the performance index (9) in the problem
P1(T) is optimal for the probability estimation, and the proof
is thus completed. u

B. Bi-Level Optimization Problem

In the previous content, a state estimation problem P; (7")
is formulated, however, solving this optimization online is
still computationally heavy (NP-hard) due to the lack of the
knowledge of E or Us. In this subsection, we will propose a
bi-level optimization strategy, which transforms the problem
Py (T) into two easy programming problems.

Note that the bilinear products of E and e; make the
estimation problem as a non-convex optimization. To deal
with this problem, the concept of over-parameterization is
applied by introducing a new variable

fr = Eep € R™*P (12)

with a property of || fx|;, = p. From (1) it follows that for
k=0,1,....,T—1
k—1

yr = CA*zo + fr + CZ AR 4y,
i=0

(13)

Since both disturbances wy, and v, are bounded, then there
exists a matrix A = [8,d1,...,07_1] € R™*T containing
positive thresholds 65 ; > 0 with £ = 0,1,...,7 — 1 and
7 =1,...,m such that
k—1
[y — CA o — fil < [C1D[AF | + [vr] < b
i=0
Referring to [20], [21], under Assumption 1, the following
mixed-integer linear programming problem is formulated to
obtain the [y norm of attack sequence:

Po(T) : Wy = min Ur (2o, {fi}]=},7) =min}
i=1

(14)



subject to

—0p <yp— CA*2g — fr, <6, k=0,....,T -1 (15)
(16)
(17)

—via < fri<via,i=1,...,m
Y= [ Y1 s Ym :I 6{071}m

where « is a sufficiently large positive constant. Consequent-
ly, the solution to P»(T') at time T is the triple

(jO\Tflv {fk|Tfl}Z;017ﬁ’|Tfl>

and the optimal triple yields an estimate IA]2|T,1 of the actual
matrix Us in the form of

U2|T71 =Im/Yr-1 € R(m—p)xm (13)
where I,,, /4 7—1 specifies a matrix by deleting the ith rows
of the identity matrix I,,, € R™*"™ with respect to 4;j7_1 =
1.

Together with the problem P;(T") and P2(T'), the follow-
ing bi-level optimal state estimation problem can be written
as follows:
min O ({wk}gz_ol,xo, Ug) (19)
$07{wk}z-:olaU2

subject to (5)-(8) and

Us € argmin {7 (20, {fu}i_g.7) s:t. (15-(17)} (20)
Y

In the problem P3(T), the optimal estimation is divided
into two levels: the upper-level optimization task responds
to the optimal state estimation, while the lower-level opti-
mization task excludes the compromised sensors. Note that
the lower-level optimization is a mix-integer linear program-
ming with NP-hard, but the upper-level one is the standard
quadratic programming with linear constraints. Hence, the
problem P3(T) is better than P;(T) for a solution.

In the following theorem, the optimal property of the
problem P3(T) is investigated.

Theorem 2: Given Assumptions 1-5 and the system mea-
surements {yk}zz_ol compromised by sensor attacks ey, the
solution of the problem Ps(7T') is equivalent to that of the
problem P, (T).

Proof: From the problem P3(T"), the event of solving
the optimal U3 in the lower-level optimization is independent
of the initial state o and the disturbance sequence {wy }_
of the upper-level optimization. It also means that two events
of &1 and ¥y are independent, i.e.,

p(xo, {wi}i =g, U2l{un}izg) =

p(o, {we b i—g Huntezo )p(Ual{un}r2g) @21

Based on Bellman’s Principle of Optimality [25], we have
the conclusion in Theorem 2. [ |
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C. Finite Secure Moving Horizon Estimation Problem

The formulation of problem P5(7T) is referred to the full
information problem and %y, is the full information estimate
of xi. This problem has T states and disturbances, so the
computational complexity scales at least linearly with 7.
Due to the time-domain constraints and the mixed-integer
programming with NP-hard, the conline solution of P5(7T)
is impractical because the computational burden increases
with time. To make the problem tractable, one needs to
finite secure MHE. One strategy to reduce Ps3(T") is a
fixed-dimension optimal control problem is to employ a
moving horizon approximation [11]. Unlike the full informa-
tion problem, finitt MHE estimates the truncated sequence
{xx}I_,_ n where the step error 7 — N > 0 determines the
length of the estimate window. The key to preserving stability
and performance is how one approximately summarizes the
past data.

First, it is straightforward that the lower-level optimization
problem P2 (T') can be rewritten as the window [T'— N, T'—1]
form of

P4(N) :
Uy = min Uy (;vT,N, {fk}gz_Tl_N,'y) = minZ%
i=1
(22)
subject to
‘yT—N-Hc — CA*zp_ N — fT—N-s-k‘ <br_n+r  (23)
|frgl <7, y=1[ 7 om ] €{0, 13" (24)

fork=0,...,7— N and i = 1,...,m, which implies that
the estimate of Us in the problem P%(N) depends only on the
set of compromised sensors during the estimate window [T —
N, T —1]. Accordingly, one can use the estimate of Us from
problem P5(N) instead of the one from problem P3 (V) to
reduce the computational cost. It should be emphasized that
the iterative form of P, (NN') makes P, (IN) robust against the
change of Us.

Different from the lower-level optimization, the upper-
level objective function should be given by breaking the time
interval into two pieces as follows:

O {wi}, z0,U2) = P ({wk};{:—%,N, Us)
+Pr_n ({wk};‘:;év*l, 0, Us)
Note that ®7_n ({wg},x0,Uz) is the difference between
&7 ({wg}, xo, Us) and
T-1

Oy ({wi},U2) = Z lye — UaCgl
k=T—N

R+ ol

Exploiting the relation using forward dynamic programming,
we are able to establish the equivalence between a full
information problem and an estimation problem with a fixed-
size estimation window.

Given the initial state zg € X, if there exists disturbances
{wy}7Zy such that

- (xo, {wk};;é) =zeX



then we say the state z is reachable at time 7 and the set of
all reachable states is the corresponding reachable set, i.e.,

Z,; = {1‘7—(.730, {wk}}g;é) cx0 € X, {wi} € W}

Then we define the arrival cost at time 7 for the state z € Z,
as

O, = min_ {®, (o, {wy},U2) : (20, {wi}} ) = 2}

xo,{wy }

Based on the above cost function, we can reformulate the
bi-level optimization problem P3(T"), for 7' > N, as the
following equivalent optimal control problem:

T—
min { (pT ({wk}k:%_Na UQ) }
z{wy },Uz2

+Or_n(zr-—N): 2 € Zp_N
(25)
subject to (5)-(8) with k=T — N,...,T — 1 and
Uy € argmin { Uy (zr—n, {fi}ier_n»7) St (23)-24)}
! (26)

PLT): @

Then an estimate {@y|T — l}f:_%_ y of the actual states is
given by

Err—1 = Tk (Br—Njr—1, Wk -1 e ) (27)

fork=T-N,..., T —1.

When the system is nonlinear or constrained, an algebraic
expression for the arrival cost rarely exits, yet an approx-
imation ©/_ 5 (zp_n) of the arrival cost Op_n(zr-N)
without constraints can be motivated by the standard Kalman
estimate, i.e.,

Or_n(@r—n) = llor-n — Fr_NPp_, (28)

where both Pr_px and Z7_px can be calculated from the
previous iteration results as follows:

Pr_n=S8;'y>0, Pp>0 (29)
Sr—n =1 — Kr_nU2C)Sr—n (30)
Kr_n =S nCTUS S;1y 31)
Sr_n =R, 4+ UsCSp_yCTUL (32)
Sr-n=AS7r_N_1 AT + Q7! (33)
Tr-n=Alr N 1r—2 +Wr_N_1T-2 (34)

At the end, we provide a resilient moving horizon estima-
tion algorithm by using the previous arguments.

IV. CASE STUDY: RESILIENT ESTIMATION ON
ENGINE AIR PATH SYSTEMS

In this section, the use of the proposed resilient MHE
scheme is illustrated on a vehicle engine air path system. The
diagram of the system is depicted in Figure 1. The engine
air path system describes the whole process of air flow from
ambient to cylinders and reveals the physical dynamics. At
first, the air flows through the throttle, where the air mass
flow g, can be controlled by the throttle angle actuator 6yy,.
Then the fresh air flows into the intake manifold and changes
the manifold pressure P,,. Finally, the air ultimately flows
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Algorithm 1 Resilient MHE

1: Initialize @), R and a priori estimate of zoy and Py as
well as the window length N. Set T" = 1.

2: If T < N, solve the full information optimization prob-
lem P3(T) (19) and obtain (Zojr_1, {Wrr—1}1—g)-
Otherwise, go to Step 4.

3: Estimate the states &y 7—; with K =0,...,7 — 1 from
(10).

4: If T > N, solve the fix-dimension optimization problem
P4(T) (25) and obtain (L7 nj7—1, {Wkr—1}for_n)-

5: Estimate the states Tyjr_; with k=T —-N,.... T -1
according to (27).

6: Compute the next-step matrix Pr_ 3 and priori esti-
mate Z7_n4+1 based on (29)-(34).

7: Collect the new sensor output yr to update the measure-
ment data. Set "= T + 1, and go to Step 2.

into the cylinder and the air mass flow q,; into the manifold
volume is governed by the engine speed N, and manifold
pressure P,.

throttle

th

qair M

Attack "

Fig. 1.  Airpath scheme. The air mass flow gqi,, the intake manifold
pressure Py, the aspirated mass air flow g.,;, Opening throttle angle 6y,
and number of crankshaft revolutions Ne.

To obtain a dynamical model of the engine air path
system, the standard mean value model [26] can be used.
Consequently, the dynamical model of the engine air path
system can be expressed by

P = 00p(0in) F (Pn) — 0By9(Pn, Ne)
Qair = Oép(ath,)f(Pm)
eyl = 6pg(Pma Ne)

where 0, = %, o = deirgmer | f ;:’:i I;‘:f:}l (1—cos(26:1,)),
Bp = %1%, f(Pm) and g( P, N, ) are obtained by MAPs.
The above denotations is omitted due to space limit. The
readers can refer to [27] for details.

To estimate the state, three dependent sensors are em-
ployed to measure qq;-, Py, and g, respectively. Assuming




that the throttle angle ;;, and engine speed N, keep constant,
a linear discrete model can be obtained at a set point with a
sample time 10ms. To illustrate the use of the attack-resilient
state estimator, the sensor for P, is compromised from the
30th sample to end, while the sensors for g, and g, are
always healthy.

In order to evaluate the effectiveness of the proposed
resilient MHE scheme, we set N = 1, o = 55240, Q = 500,
R = diag([1,0.1,1]) x 1075, 6, = 4 x 1073, a = 100
and the constraint z > 0 and then apply Algorithm 1. The
simulated results are given in Figure 2, where the behaviors
of the lower- and upper-level optimizations for a randomly
chosen simulation are shown. We can observe that the lower-
level optimization is able to identify the compromised sensor,
while the estimated state of MHE in the upper-level shows
better performance than the noised state.

o 15 : : : : : : . . ;
2
£ 1 ——— v,
o Vs
O o5t ]
[}
>
[0}
= S
5 0
S
o
— 05 L L L L L L L L L

0 01 02 03 04 05 06 07 08 09 1

Time (s)
4

5810
2 MHE
N 5.56 = = = Noised state | |
£ , True state
8 5.54 - ne "~ \‘ . i
. LA -~ 2. 7\
S s52f \‘-f'h" N Z "?W"i
- Y] .Y ! I, !
= - Vs A}
g 55[ ‘oo 7
a \Y]
=] 548 L L L L L L L L L

o 01 02 03 04 05 06 07 08 09 1

Time (s)
Fig. 2. Resilient MHE of the engine air path system with.

V. CONCLUSION

We have addressed the problem of state estimation for
linear systems with measurements affected by adversaries
by devising a novel approach based on a moving-horizon
strategy, for which the optimality has been established. We
have verified the effectiveness of the proposed approach via
simulations, where the engine air path system is investigated.
Further work will concern the method for nonlinear systems.
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